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  Memo No. 34-2014 

 
 

The California Legislature recently enacted three new laws, Assembly Bill 1442
1
, Assembly Bill 

1584
2
 and Senate Bill 1177

3
, which will address the online privacy of pupil information. 

Assembly Bills 1442 and 1584 will become effective on January 1, 2015 and Senate Bill 1177 

will go into effect on January 1, 2016. 

 

Assembly Bill 1442 

 

Assembly Bill (“AB”) 1442, which adds Education Code §49073.6, will require educational 

agencies to comply with the below criteria before entering into a contract for services which 

gathers and maintains information from social media
4
 about enrolled students. 

 

 Prior to the adoption of any such contract, educational agencies will be required to notify 

parents and guardians about the proposed services and provide the opportunity for public 

comment at a regularly scheduled board meeting. 

                                                 
1
 Available at: http://www.leginfo.ca.gov/pub/13-14/bill/asm/ab_1401-1450/ab_1442_bill_20140929_chaptered.pdf 

2
 Available at: http://www.leginfo.ca.gov/pub/13-14/bill/asm/ab_1551-1600/ab_1584_bill_20140929_chaptered.pdf 

3
 Available at: http://www.leginfo.ca.gov/pub/13-14/bill/sen/sb_1151-1200/sb_1177_bill_20140929_chaptered.pdf 

4
 “Social media” is defined as an electronic service or account, or electronic content, including, but not limited to, 

videos, still photographs, blogs, video blogs, podcasts, instant and text messages, email, online services or accounts, 

or Internet Web site profiles or locations. 
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 All gathered information must be destroyed by the educational agency within one year 

after the student turns 18 years old or within one year after the student is no longer 

enrolled in the school, whichever occurs first. 

 All service contracts for the gathering and maintaining of student information from social 

media sites must include the following requirements: 

o The student information gathered must pertain directly to school safety or to 

student safety; 

o Any student whose information has been collected must be permitted access to the 

information and provided an opportunity to correct or delete the information; 

o Gathered information shall not be used for purposes other than to satisfy the terms 

of the contract; 

o Service providers shall be prohibited from selling or sharing the information with 

any person or entity other than the educational agency or the student or his or her 

parent or guardian; 

o  All gathered information shall be immediately destroyed upon satisfaction of the 

contract terms and written certification of destruction shall be provided to the 

educational agency; and 

o Upon notice by the educational agency, all gathered information must be 

destroyed by the service provider within one year after the student turns 18 years 

old or within one year after the student is no longer enrolled in the school, 

whichever occurs first. 

 

Educational agencies will also be required to notify the parent or guardian of any student whose 

information has been gathered of the following: 

 

 Their student’s information is being gathered from social media; 

 The process by which the student or his or her parent or guardian can access and examine 

the collected information; and 

 The process by which the student or his or her parent or guardian can request the 

correction or removal of information gathered.  

 

The parent notification requirements set forth above may also be provided as part of the annual 

parent notice, required by Education Code §48980.  

 

In light of the above, educational agencies must develop policy and process to ensure that all 

contracts for the gathering and maintaining of student information from social media sites 

include the above requirements. Educational agencies should give special consideration to how 

student record information will be destroyed pursuant to this section. Further, educational 

agencies must determine how the required notifications will be distributed to parents, guardians 

and students and must develop policy and process to ensure that the notifications contain all 

necessary information. 

 

 



3 

 
School & College Legal Services of California 

Tel:  (707) 524-2690  Fax:  (707) 578-0517 
www.sclscal.org 

 

 

 

 

Assembly Bill 1584 

 

AB 1584, which adds Education Code §49073.1, authorizes an educational agency, pursuant to a 

policy adopted by its governing board or governing body, to enter into a contract with a third 

party for either or both of the following purposes: 

 

 To provide services, including cloud-based services, for the digital storage, management, 

and retrieval of student records. 

 To provide digital educational software that authorizes a third-party provider of digital 

educational software to access, store, and use student records. 

 

Educational agencies must ensure that all such service contracts contain the following 

requirements: 

 

 A statement that student records continue to be the property of and under the control of 

the local educational agency. 

 A description of the means by which students may retain possession and control of their 

own student-generated content, if applicable, including options by which a student may 

transfer student-generated content to a personal account. 

 A prohibition against the service provider using any information in the student record for 

any purpose other than those required or specifically permitted by the contract. 

 A description of the procedures by which a parent, guardian, or eligible student may 

review personally identifiable information in the student’s records and correct erroneous 

information. 

 A description of the actions the service provider will take, including the designation and 

training of responsible individuals, to ensure the security and confidentiality of student 

records. Compliance with this requirement shall not, in itself, absolve the service 

provider of liability in the event of an unauthorized disclosure of student records. 

 A description of the procedures for notifying the affected parent, legal guardian, or 

eligible student in the event of an unauthorized disclosure of the student’s records. 

 A certification that a student’s records shall not be retained or available to the service 

provider upon completion of the terms of the contract and a description of how that 

certification will be enforced. This requirement does not apply to student-generated 

content if the student chooses to establish or maintain an account with the service 

provider for the purpose of storing that content in their own personal account. 

 A description of how the local educational agency and the service provider will jointly 

ensure compliance with the federal Family Educational Rights and Privacy Act (20 

U.S.C. Sec. 1232g). 

 A prohibition against the service provider using personally identifiable information in 

student records to engage in targeted advertising. 

 

If a contact fails to comply with the above requirements it will be considered void if, upon notice 

and a reasonable opportunity to cure, the noncompliant party fails to come into compliance and 
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cure any defect in the contract. However, if the above requirements are in conflict with the terms 

of a contract in effect before January 1, 2015, the above requirements will not apply to the 

educational agency or the service provider until the expiration, amendment or renewal of the 

agreement. 

 

In light of the above, educational agencies must adopt policy and process for entering into these 

types of contracts and for ensuring that the contracts contain all of the required provisions, as 

listed above. Further, educational agencies should carefully consider how it will draft its 

contracts to comply with the federal Family Educational Rights and Privacy Act requirements 

and ensure compliance by the service provider. 

 

Senate Bill 1177 

 

Under existing law, website and online service operators may not use, disclose, compile, or allow 

a third party to use, disclose, or compile a minor’s personal information to market or advertise 

specific products or services. This prohibition also applies to advertising services that are 

notified that the site, service, or application is directed to a minor. 

 

Senate Bill (“SB”) 1177, the Student Online Personal Information Protection Act (“SOPIPA”), 

goes into effect on January 1, 2016.  The bill creates Business and Professions Code sections 

22584-22585.  As described more fully herein, SB 1177 supplements existing law by prohibiting 

operators of websites, online services, online applications, or mobile applications from 

knowingly engaging in targeted advertising to students or their parents or guardians, using 

covered information to amass a profile about a student, selling a student’s information, or 

disclosing covered information except as specified.  SB 1177 requires such an operator to 

implement reasonable security procedures and practices to protect the information, and to delete 

a student’s information if it is under the control of a school or district and the school or district so 

requests.  The bill has been described as a “landmark law”
5
 and requiring “the toughest 

protections of student privacy.”
6
  Districts should review Business and Professions Code section 

22584 and consider contractually obligating any District vendors to whom the section applies to 

meet the requirements of that section. 

 

Business and Professions Code section 22584 applies to operators of websites, online services, 

online applications, or mobile applications with actual knowledge that the site, service, or 

application was designed and marketed for K-12 school purposes and is used primarily for such 

purposes.
7
   

                                                 
5
 Piehler, California Enacts Landmark Law Protecting the Privacy of Student Data, The Journal (Sept. 30, 2014), 

available at http://thejournal.com/Articles/2014/09/30/California-Enacts-Landmark-Law-Protecting-the-Privacy-of-

Student-Data.aspx.  
6
 Noguchi, California Legislature passes stiffest U.S. bill to protect K-12 students’ online data, The San Jose 

Mercury News (Aug. 31, 2014), available at http://www.mercurynews.com/education/ci_26444107/online-privacy-

california-passes-nations-stiffest-protections-k.  
7
 Business and Professions Code § 22584(a). 

http://thejournal.com/Articles/2014/09/30/California-Enacts-Landmark-Law-Protecting-the-Privacy-of-Student-Data.aspx
http://thejournal.com/Articles/2014/09/30/California-Enacts-Landmark-Law-Protecting-the-Privacy-of-Student-Data.aspx
http://www.mercurynews.com/education/ci_26444107/online-privacy-california-passes-nations-stiffest-protections-k
http://www.mercurynews.com/education/ci_26444107/online-privacy-california-passes-nations-stiffest-protections-k
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It prohibits such operators from knowingly engaging in the following activities with respect to 

their site, service, or application: 

 

 Targeted advertising on the operator’s site, service, or application;
8
 

 Targeted advertising on any other site, service, or application when the targeting is based 

on information the operator acquired through use of its site, service, or application;
9
 

 Using information created or gathered by the site, service, or application to amass a 

profile about a K-12 student except for K-12 school purposes;
10

 

 Selling a student’s information, including covered information;
11

 and 

 Disclosing covered information except as specifically allowed by the statute.
12

 

 

“Covered information” is defined as “personally identifiable information or materials, in any 

media or format [that meets requirements outlined in Business and Professions Code section 

22584(i).   

 

Operators may disclose covered information when the disclosure is: 

 

 In furtherance of the K-12 purpose of the site, service, or application, as long as the 

recipient of the information (1) will not disclose it further except to improve operability 

and functionality of the student’s classroom or school, and (2) is legally required to 

comply with security procedures specified in Business and Professions Code section 

22584(d); 

 To ensure legal and regulatory compliance; 

 To respond to or participate in the judicial process; 

 To protect users’ or others’ safety or site security; or 

 To a service provider who is contractually (1) prohibited from using covered information 

for any purpose other than providing a contracted service to or for the operator, (2) 

prohibited from disclosing any covered information with subsequent third parties, and (3) 

required to implement and maintain security procedures as provided in section 22584(d). 

 

Business and Professions Code section 22584(d) requires operators to “[i]mplement and 

maintain reasonable security procedures and practices….”  Operators must protect information 

and, upon the request of a school or district, must delete a student’s covered information that is 

under the control of that school or district. 

 

                                                 
8
 Id. at (b)(1). 

9
 Id.  

10
 Id. at (b)(2). 

11
 Id. at (b)(3), except as provided in the event of the acquisition of an operator by another entity. 

12
 Id. at (b)(4). 
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Section 22584 includes additional details not discussed herein, such as relevant definitions, 

exceptions, and other clarifications.  Districts should consider any agreements they may have 

with operators of websites, online services, online applications, or mobile applications that have 

actual knowledge that the site, service, or application was designed and marketed for K-12 

school purposes and is used primarily for such purposes.  To the extent section 22584 applies to 

any District vendors, the District should consider contractually obligating the vendor to comply 

with the requirements. 

 

Please contact our office with questions regarding this Legal Update or any other legal matter. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The information in this Legal Update is provided as a summary of law and is not intended as legal advice.  

Application of the law may vary depending on the particular facts and circumstances at issue.  We, therefore, 

recommend that you consult legal counsel to advise you on how the law applies to your specific situation. 
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